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Topics Covered

v FIPS 140-3 validation process

v FIPS 140-3 status

v Steps taken for process Improvement

v CMVP automation
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FIPS 140-3 validation process
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FIPS 140-3 status

v 140-3 validation began on 22nd September 2020

v In the last three years, only 14 modules have been certified.

v Currently there are 281 modules in the Modules in Process List (MIP). 

v 130 submissions are in Review Pending i.e., waiting to be reviewed.

v All FIPS 140-2 modules will be on historical list in September 2026.
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Steps taken for process 
Improvement

CMVP is continuously working on new programs for improving the 

validation process. Some of these include:

v Automated Cryptographic Validation Test System (ACVTS)

v Entropy Source Validation Program (ESV)

v Web Cryptik launched for report writing and submission

v SP 800-140Brev1 published recently with module verification tool.
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Automated Cryptographic 
Validation Test System (ACVTS)

v Program launched in 2019.

v 4000+ validations so far.

v Demo and Production server 
available for testing.

v Certification within less than 
a week after submission.
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Entropy Source Validation
Program (ESV)

v ESV became mandatory in January 2022.

v 121 entropy source validations so far.

v Statistical testing via NIST ESV server.

v 1–2-months certification time after 

submission.
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Web Cryptik and
Verification tool
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Still to resolve…

v Long wait time from submission to validation.

v Modules are outdated by the time they are certified.

v Submitted reports are free form and not tied to test evidence.

v Manual review of submission by limited CMVP staffing.

v Repetitive information in multiple documents.
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Automation of the CMVP (ACMVP)

Program Goals:

v Automate the validation process.

v Design set of structured tests, 
schema and protocols for evidence 

submission.

v Streamline report review by 

eliminating manual check.
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CMVP automation project

v Execution in phases; starting with software validation at security level 1.

v Project collaborators include product vendors and third-party labs.

v Bi-weekly meetings and regular tracking of project progress.

v Status so far:

Ø TE classification based on documentation, code review and functional 

testing

Ø Budling a standardized evidence catalog to be referenced in the report
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ICMC conference 2023 clip 
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